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Abstract— A research topic that is becoming increasingly
popular is that of on-board mobile communication, where users
on a vehicle are connected to a local network that attaches to
the Internet via a mobile router and a wireless link. However,
wireless data transmission is less efficient, prone to errorand
unreliable in a mobile environment. There is a need to make use
of multiple access links simultaneously (so-called multihoming),
to improve the aggregate bandwidth and the overall service
availability on a mobile network. In this paper, we introduce
a novel on-board Multihoming Agent for supporting the futur e
on-board multihomed mobile routers. The Multihoming Agent
can intelligently stripe user traffics into multiple active WAN
interfaces based on the policy in use and the real-time network
status and automatically shift user traffics from unavailable
links to available ones. We show that by properly deploying the
policies defined in the Policy Database and continuously collecting
network status, a user can run intelligent load distribution
algorithms on top of the mobile router to improve network
performance and reliability via our Multihoming Agent.

I. I NTRODUCTION

There is an increasing interest in deploying high speed
LANs on public transport vehicles to allow traveler to connect
their devices to the Internet. An on-board network typically
consists of a high speed mobile LAN and a mobile router that
provides connectivity to the Internet through wireless links.
The mobile users simply connect their devices to the on-board
network to enjoy the Internet service.

To improve the aggregate bandwidth and the overall service
availability, the idea of using multiple access links simultane-
ously (so-called multihoming) has been commonly employed
by large enterprises and data centers as a mechanism to ensure
good performance and network reliability from their ISPs [1]
[2]. Multihoming issues are also frequently discussed in IETFs
NEMO and Mobile IP Working Group [3].

In this paper, we describe a prototype implementation of
Multihoming Agent for improving the performance and relia-
bility of on-board networks. We will present an overview of
the architecture of our Multihoming Agent (Section III), and
then provide some performance measurements of our current
implementation (Section IV).

II. RELATED WORK

Current mobile devices are often equipped with several
network interfaces [4], which may be of different access
technologies. Different requirements of different applications

can result in a different preference of the interface that
should be used. Network connections should be placed on the
best possible interface based on these requirements. During
communication, changes in the availability or characteristics
of an access network an interface connecting to may result in
change of preference of interfaces for new connections and
previously-established connections.

Several Internet drafts [5], [6], [7], [8] introduce the require-
ments and definitions for IPv4 and IPv6 multihoming. They
present a few implementation proposals for interface selection
in the host multihoming that would allow explicit policy
definition. They also identify the interface selection problem
and mention that the selection should be based on some
policies. But they do not look into the details of implementing
policy-based interface selection system.

Ylianttila et. al [9] present a handoff case study between
GPRS and WLAN based on mobile IP. They have discussed
about procedures, algorithms and metrics involved in handoff
in heterogeneous wireless networks. A procedure is given for
inter-technology roaming between WLAN and GPRS. They
envision that WLANs should be integrated into wide area wire-
less data networks since the wideband wireless services might
not have a comprehensive coverage. In their implementation,
the handoff information is gathered at link layer (e.g. signal
strength) and used by a daemon program at the application
level for decision making. Handoffs are made on account of
implicit rules utilizing fuzzy logic.

Jukka Ylitalo et al [4] present an interface selection archi-
tecture, which allows a user to dynamically create and modify
interfaces selection policies and thus control how the network
interfaces are used in a multihoming environment. The ar-
chitecture makes it possible to define policies for different
connections on account of user preferences. Each connection is
bound to a profile that contains local routing rules. Therefore,
it is possible to make a vertical handoff to a single connection
or to a group of connections without affecting any other
connections that are using the same interface.

Pablo Rodrigueze et al present in [10] a Mobile Access
Router that utilizes multiple wireless access links to aggre-
gate bandwidth and provide local users with a smoother,
more reliable access network than can typically be provided
by a single cellular link. A policy-based interface selection
system is also implemented. Based on a particular MAR



scheduling policy, MAR selects a given interface for each
packet or request based on NAT technique. A case study for
exploiting the network diversity in wireless access is provided.
Experiments with production networks show that there is a
substantial overlap in terms of coverage being offered by
many of these operators and also across networks. However,
their implementation doesn’t take any user defined policy into
account.

III. PROTOTYPE ARCHITECTURE

A. On-board mobile router

An on-board router typically provides a set of (wired or
wireless) local interfaces to connect on-board users. On-board
users are assigned private IP addresses via DHCP through
the on-board router. In addition, we assume that the on-
board router is equipped with several wireless inter-faces
to connect to the Internet. The Multihoming Agent runs on
top of the on-board router and automatically connects to
Internet through all preconfigured wireless networks. Global
IP addresses are assigned to each interface of the mobile router
by the corresponding wireless ISP.

B. Multihoming Agent

As shown in Figure 1, the Multihoming Agent consists of
three components: Network Status Monitor, Policy Maker, and
Load Distributor. Based on a set of given policies and current
network status, the Multihoming Agent selects a set of wireless
interfaces and transmit on-board user traffic over the chosen
interfaces.

1) Network Status Monitor: In wireless networks, link
quality together with other universal factors like routing,
security, power consumption and price play an important role
for selecting which interface to use. However, link qualityis
imperative because it dictates what kind of service qualityand
policies that can be fulfilled and the available theoreticalband-
width [4]. The Network Status Monitor constantly monitors the
network and periodically collect the information about network
conditions. Based on the collected network statistic and user-
specified policies, the Multihoming Agent is able to decide
the best set of wireless interfaces to send out the traffic.

In the context of wireless link quality, signal strength is a
critical index to the handoff/failover algorithm. In addition,
loss rate, which is crucial to real-time services, and available
bandwidth, which helps to implement load balancing and
sharing, are particularly interested.

In our current implementation, the network statistics col-
lected by Network Status Monitor includes these three impor-
tant metrics.

2) Policy Maker: The Policy maker is the center of the
whole implementation, and it includes a Policy Scheduler and
Interface Selector.

The Policy Scheduler reads user-specified polices period-
ically from a static policy configuration file to generate the
candidate policy. On the other hand, the Interface Selector
receives inputs from both the Policy Scheduler and Network
Status Monitor. By evaluating the given policy from Policy

Fig. 1. Multihoming Prototype Architecture

Scheduler against the collected network status from Network
Status Monitor, the Interface Selector decides the best setof
interfaces to be used for incoming connections.

Based on the decision made by the Policy Maker, special
commands are sent to Load Distributor to specify the priority
of interfaces to be used for each incoming connection (as our
current data striping implementation is on a per-connection
basis, which is discussed in the Section III-B.3 next). The
policies supported by our current implementation includes
Least-Loaded, Least-Loss, Highest Signal Strength Level,
Round-Robin and Deterministic (e.g. always use interface
1 and 3). Note that the last two polices do not take the
network conditions into consideration. A example of the policy
configuration file would be like the following.

POLICY
0 LeastLoaded
10 BestSignal
20 LeastLoss
30 RoundRobin
50 Deterministic 1,2
FREQUENCY 2



By evaluating the current network status and the policy
in use, Policy Maker should decide the priority of interfaces
to be used. Based on Poicy Maker’s decision, Load Distributor
would use the interface with the highest priority first (e.g.the
one with the highest signal strenghth when policy Highest
Signal Strength Level is in use). This algorithm works fine on
most of the dummy policies we use currently; However, when
Least-Loaded is in use, that would cause oscillating behavior
when the bandwidth needed is much higher than any of the
interfaces’ available bandwidth, as Policy Maker would keep
switching interfaces when the currently selected interface is
congested. As a result, a better senario is to ditribute users’
traffics to all available interfaces according their portion of
available bandwidth. In such a way, we could achieve a better
load sharing and balancing.

3) Load Distributor: The function of Load Distributor
is to receive commands from Policy Maker and distribute
traffic over multiple wireless links. A reliable and robust load
distribution system should be built on top of a reasonable and
suitable data striping mechanism. Therefore, a suitable striping
approach is crucial to the implementation.

Generally speaking, there are there different striping sce-
narios in the context of network traffic striping [11], namely
Connection Striping, Packet Striping and Byte Striping, as
shown in Figure 2:

Fig. 2. Different Striping Scheme

Byte striping refers to striping data into different underlining
physical layers at link layer. It is useful to 1-to-N mapping,
when one link layer maps to multiple physical layers. In
byte striping, data would be redirected in the unit of bytes,
which means data in a single packet could end up into
different physical channels. Although higher flexibility and
efficiency could be realized by using byte striping, a lot
of complicated issues have to be addressed, including byte
ordering preservation and byte synchronization etc. Moreover,
because generally each wireless NIC (802.11 or GPRS) has
only one physical link. That is, each link layer only maps one
underlined physical channel, byte striping doesn’t seem tobe
a realistic solution here.

A more reasonable solution could be packet striping at the
network layer, which means redirecting the packets across

multiple interfaces regardless which connection the packets
belong to.

However, it should be noticed that because packets belong-
ing to the same connection are distributed across multiple
interfaces at a multihomed prototype, it is possible to result
in a serious packet reordering problem due to the variety
significant link variety in bandwidth, loss rate and congestion
status etc. Especially in the context of wireless, the difference
between the performance of two distinct interfaces could
be dramatic. For example, 802.11 has more than 5Mbps
bandwidth while GPRS has normally only less than 100Kbps
bandwidth which is 50 times less than the former [12]. This
potential high packet loss rate would definitely do harm to
the actual network expected throughput and quality. For real-
time applications like VoIP, this sort of disordering would
cause more jitter, which brings down the satisfaction during
a VoIP conversation. To address this side-affect, a suitable
packet synchronization scheme should be developed on the co-
located Home Agent of Mobile Router first to recover the TCP
semantics and reassemble packets to their original connection.

Aggregated traffics could be striped across multiple connec-
tions (a connection here refers to typically a TCP connection,
or an UDP or ICMP packet when the connectionless protocols
are in use), so called connection striping. In connection
striping, all data belonging to the same connection would
travel through the same interface for the duration of that
connection. Hence, the TCP semantics are preserved, and no
extra packet synchronization mechanism needed, which brings
the simplicity to the implementation and transparency to the
end user. One drawback of connection striping is it could not
make use the aggregated bandwidth efficiently. For example,
due to the nature of connection striping, it is possible that
end-user would end up waiting for the connections that were
previously assigned to the congested channel, while other data
channels are idle or less congested [10].

In our implementation, connection based striping technique
is chosen.

While it is not the most efficient data striping scheme
in comparison with byte- and packet-stripping, connection-
stripping needs less infrastructure support and is more straight-
forward to be implemented. In other words, connection-
stripping would keep the connection intact and does not
require any support from extra ordering preservation and syn-
chronization mechanisms. Our Load Distributor is currently
implemented as a modified NAT-box to support per-connection
striping based on Linux’s Netfilter Framework [13].

In order to prevent the blackout of the connection, Load
Distributor keeps probing the availability of equipped inter-
faces continuously. Once it detects one particular interface is
down, Load Distributor automatically shift the traffic originally
allocated to that interface to other interfaces based on the
decision (Priority List) from Policy Maker.

C. Policy Database

One key feature in our Multihoming Agent architecture is
the use of user-specified Policy Database (which is currently



implemented as a static configuration file). While our current
prototype only supports a set of simple policies, a user
can configure the Multihoming Agent to run intelligent load
distribution algorithms by composing a more sophisticated
policy based on some simple policies. For example, one can
send traffic starting with policy A and then switch to policy
B once the network conditions change at a later time.

Moreover, by evaluating the network status constantly based
on policies, Multihoming Agent provides the flexibility to
allow one to implement intelligent load balancing, hand-off
(both horizontal and vertical), failover and traffic aggregation
algorithm on top of the mobile router.

In addition, by separating Policy Maker with other compo-
nents in the Multihoming Agent, one can easily introduce new
policies by only slightly modifying the Policy Maker.

IV. PROTOTYPE PERFORMANCE

In this section, we show some preliminary performance
measurements of Multihoming Agent in term of improvement
of throughput and reliability. Throughout this experiment, the
Multihoming Agent is configured with two 802.11b interfaces
that connect to the Internet. Panda is the client machine sitting
behind our Multihoming Agent, while Weill and Wagner runs
all the Server applications (Http, Bittorrent peers, etc.)on the
Internet.The full setup of our testbed is shown in Figure 3.

Fig. 3. Testbed

A. Performance Improvement

1) Throughput Improvement: One of the key functions of
Multihoming Agent is to improve the available aggregate
bandwidth. However, without a proper schedule, one can not
make use of the full capacity of the total available bandwidth
efficiently. Our implementation take all interfaces’ current
available bandwidth into consideration according to the policy
database and can provide a higher aggregated bandwidth to
end-users in the on-board mobile network.

Figure 4 shows the oscillating situation we describe in
section III-B.2. In this experiment, we initiate a 8.4Mbps UDP
traffic for the multihoming agent to handle and compare two
different policies: dummy Least-Loaded policy (only use the
interface with highest available bandwidth) and proportion-
based Least-Loaded policy. With the dummy Least-Loaded

Fig. 4. A dummy bandwidth policy causing oscillation

Fig. 5. Distribute traffic based on the available bandwidth on each interface

policy, neither of the two interfaces could satisfy the traffic
demand by itself, which results in switching back and forth
between two interfaces constantly. In this case, actual aggre-
gated total bandwidth would stay at only 5.5Mbps, far less
than the at least 10 Mbps theoretical value. This experiment
shows that we can not achieve a full bandwidth use with only
employing simple mechanism.

With proportion based Least-Loaded policy, a better per-
formance gain could be achieved. Figure 5 shows that our
multihoming agent could accommodate the increasing demand
in bandwidth from user until all actual available bandwidth
is used up. Note that at time 50, the inbound traffic start to
be greater than each of the interface’s capacity, however no
oscillation happens in this case.

2) Application Performance Improvement: Since our data
striping mechanism is on a per-connection basis, Multihoming
could particularly benefits applications with multiple simulta-
neous connection like web, p2p, VoIP etc. In this section, we
show that the effectiveness in performance gain by using the
Multihoming Agent.

Figure 6(a) shows the amount of time that Multi-homing
Agent uses to download a large web page. The downloading
time would have been between 31 seconds and 34 seconds
without a Multihoming Agent, depending the interface’s con-
nection quality. However, the downloading time was just 18
seconds by employing Multihoming Agent and Least-Loaded
Policy with two 802.11 interfaces. The downloading time is



(a) Web Performance (b) BitTorrent Performance

Fig. 6. Multihoming Agent Performance

significantly reduced by 44% in comparison to using only one
of these interfaces. Figure 6(b) shows similar results for the
size of a larger file downloaded via BitTorrent in a duration of
one minute, proving a 65% latency decrease in our experiment.

B. Reliability

Another use of Multihoming Agent is to improve network
reliability by traffic failover. When any of the links become
unavailable, Multihoming Agent intelligently shift the traffic
on the unavailable link to the available links based on the
defined (in the Policy Database) policies in use. For example,
if the current policy is Least-Loss, the traffic from the blackout
link would be redirected to the interface with the least packet
loss rate.

Figure 7 shows a snapshot when one of these 802.11 links
becomes unavailable during a ping session. In this experiment,
the latency for Multihoming Agent to failover traffic to a new
interface takes about 400ms.

Fig. 7. Failover during a ping session

A closer look shows that the failover latency is mainly dom-
inated by the time to detect that the link become unavailable,
which is caused by the clumsy Probe Delay in 802.11 Link
layer (generally takes about 200ms to 400ms) [14]. In addition,
it takes about 10 ms to reset traffic stripping/redirection
information in Load Distributor and about 500 us to deliver
failure information to the kernel.

V. CONCLUSION AND FUTURE WORK

In this paper, we show a preliminary implementation of
Multihoming Agent for supporting the future on-board multi-

homed mobile routers. We describe the architecture of our
implementation and present some preliminary performance
analysis.

We introduce a new multihoming architecture by employing
the Policy Database and Data Striping mechanism together
based on the current network Status. We prove the effec-
tiveness and efficiency could be improve by properly using
policies from Policy Database and emphasise the importance
in defining the policies. Based on the policies defined in the
Policy Database and continuously collected network status,
a user can run intelligent load distribution algorithm on top
of the mobile router to improve network performance and
reliability.

As a future work, we are currently in the process of
modifying interface’s driver and implementation codes to
improve the latency of Multihoming Agent. In addition, we
are experimenting a more sophisticated Policy Database and
various policy schemes (by combining several polices at the
same time). Currently, our data striping mechanism is basedon
NAT (per-connection) which is independent of Mobile IP. We
plan to implement a more complicated Packet Striping scheme
which will required the changes of both Mobile Router and
Home Agents.
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